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‘ Windows Defender Firewall
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Allow an app or feature
through Windows Defender
Firewall

G Change notification settings

@ Turn Windows Defender
Firewall on or off

9 Restore defaults
G Advanced settings

Troubleshoot my network

«~ v 1 & <« All Control Panel Items > Windows Defender Firewall v O

Help protect your PC with Windows Defender Firewall

Windows Defender Firewall can help prevent hackers or malicious software from gaining access to your PC

through the Internet or a network.

Not connected @

l 9 Private networks 6

. v Guest or public networks

Connected '@

Networks in public places such as airports or coffee shops

Windows Defender Firewall state: On

Incoming connections:

Active public networks:

Notification state:

Block all connections to apps that are not on the list
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§ Network 4

Notify me when Windows Defender Firewall blocks a
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:(Secure Sockets Layer / Transport Layer Securlty SSL/TLS)

J&Lﬂ)ﬁu\-’&i—l—ﬂdj ‘nl_sjd_m.cw_.u.:b.d\«_.bb_d\ &5 3 )JQOLM‘)_‘_C Uiel yLAJ\ﬂyﬁMt_.yjswf
el bl 2 Qb Sl 3 Y1 eladanlly g STy Sl !l maai 2 aly

(User Datagram Protocol - UDP) E-Mu_.bl.u pr>J9Seig
oM‘u\A‘MYL@.&Jﬁ;uLML’Jﬂ Lo.d_u.rgdla.uu_d\‘_ylm 1ay ”t_ne S ’mdyyj.mdjsyﬁ).v
(TCP) Jaidly oS=d) J oS 939

:( Hypertext Transfer Protocol - HTTP) it yaid| Jai JgS g5 g o

algy Jlsil plazinly palsg (cash maiaie JUI dur e ) dune o sl (e il gl Jadl aoieiy
(62 Bl dailgll uolic g sgally poguadl Jols mi Les « (TCP) JAUL @Sid| J 58 539 0
:(Hypertext Transfer Protocol Secure - HTTPS) (yo¥1 uadid paidl Ja5 J9S g3 g

aads JsS g9 /thwrd,s,ajfﬁm (HTTP) Al el 85 98 539 5 (e pidin Hloal
&L«.ﬂ} EP RS ) 3 yiles (TCP) Yty St J9S 959 g e‘m\ U_AY..\_' (TLS / SSL) aa¥ aaLay
cedi¥l aleas ddle

:::: . e :::: :(File Transfer Protocol - FTP) clatt! a3 J4S g59 »
L@J)“Jbtgﬂ)hj.:ml‘dmuwwwm M‘)_n_ce.sbﬁ Lsnwum‘dﬂwLQJ}Syﬁf
il a)ljg wem pllal le
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:(Secure File Transfer Protocol - SFTP) ye¥f olattl a3 J4S 959y

il (Secure Shell = SSH) (ye¥1 Jaid 1 J5S 939 p asiniiaw e (FTP) Solaltl & J9S 939 0 (e el Slacsl
cenlalll gz eulilaad pe¥! (pe dialis) dada Ha6k Las o Jluy¥! s LT bl

(Domain Name System-DNS) clalait | slew] altas

Oobie L (Www. example com gLt Jerw e ) L@;\)aus.mu_d\ bl il b el Lo )5 agdy J9S559 20
ales e‘mb Lg)::zﬂ il 5ylgag cagdl @‘}A S Jgoglls w.n.,\zu.u.nﬂtn_‘.u Laa (lP) CO AW J9S 9T g 4
.(Unified Resource Locator ~URL) »31!;)!,11 pdge sl (9linS Lgagd Jguuw

:(Dynamic Host Configuration Protocol- DHCP) caciaolt Sealidtalae M1/A%gid ! J oS 939 2

5}}12” ELA L .!‘._Lc‘/ 5 cnlaglasg (lP) ;u).u:(!‘_bSyj).' u.;JL/.cu\_u_u L.uLa.\.n f‘}-“-‘..ﬂ sl o)b‘ Jijjf
Jﬁyjﬁu_ydhcwu.a)b.ﬂ).!amu_ndlmdm‘ o)b‘e\_d.o.cu_nd.g_‘.u\_u il e 3aggll owm
(IP) ca,ma¥

:(Simple Network Management Protocol -SNMP) dacu ! 25t 3 y1a0 J 48 93 9 o

L@i\)s‘ JPQLAEL.U &Mj@ad%we)b&!b ‘QE@AU uLnL@:}}.U J:m m‘ 3}_@:51 BJ‘AD L&‘)l dij]jﬁ
gl g gl semiil

Network and Web Security Technologies gt 9 OISt (pal CoLOES
LW g o Uled) e My B Lemd Lalizel | 3 A u,ft iy SV5S5ig 0 plaiialy 0g8 G | e 2wl (ye

339 3y Lo g Al cpal lel o] ST L Lagag o Lb)ﬂ‘w Lo ps (leing

Intrusion Detection Systems (IDSs) Mt alLS Aekal

JPjUJLJJyUT‘_.t,_;yg\uﬁ\ij\Luum 4s,>u_».tﬁwtwﬂ (IDS) d.\.au!‘u:.uS?Lh.’

‘_.m_\@ slias! _x_m_.\_@_mﬁ_m\ deJ‘ a8 AN (S L@,.P\, Al a‘,md\ﬁ}\jbu@@m

(IDSs) M‘MM‘UA
(Network based IDS - NIDS) M!(_,n M!M‘M‘AM .
(Host based IDS HIDS) M!‘,thiwtmseum .
Bl g Jaall «_»Uamu\_uu\_xj‘ ﬁ)‘j:-.]‘ d.ma.\il‘.u.noj.ga‘ulc (lDS) M‘ms‘a-lhauﬁt}d‘ ‘.A.A‘_;_u.u(q.u

@ = z ﬁ Q

Ay ]

U oo

FEATEN]

Limu@ﬁeug¢nx25§m
Demilitarized Zones (DMZs) a4 jlalt Ealid)
0.
,Ljﬁc. _J&tw‘ﬁwutwymwcmmtwgﬁuh(DMZ)a,um;awdm
J}‘A}J‘ umu_._” C PWES B SVRTIE AYR- N PSS | u_AmLAa‘ dads ,oguta skl a..\_b(c_uu.a.opaj e ¥ e gy
Pl o gl aig IS (pag cRuwnsoll Al ) BSLa (ye g iSINT syl aslg ol gl aslgs s fie i, e Ladll
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Gl 1> i ol 135 of ez ol Bl o)y | @« (DMZ) A 3le Hataie 2 Y1 e Laall Syl @ 31
el i e daland calinall (yasSall 138 oy bl ) 3l e La 5l e Lain! (e Aol g dalaitl
algll Lobils Lgratai¥ ¥l cye

(DMZ) assladt aalaill 3 a0 12,6 S

Virtual Private Networks (VPNs) dwlafl dus 2% OISl

LJLCa..,Ll.unga.‘ MﬁﬁMULPW lj.wj Uil Yleasl 5 “A_Llssga (VPN) dolsnd des| ,ma ¥ At
ERVARIE LA PPRES T (5 PR PP U5 J5-H1{ JEN{ [ SPURE N EN | - SN - JEN TP DO PRV J [0S
el yue el e Lellul de s 3150 Lol cilaglall e Las (painy Lao

il dmgins Bl g ) il 3gall ol s Jis L] ol se (VPN'S) ol Apunl 550 Sl | g5
e 3135 IS ! 13 (e pSLa IS cliamnl ois alaiil @ 2keY SISal I ol tre J3oslls #lardls
Y alusiol oL duosasly el le dolamll el Jn

A, A i WSl pals A BN AN Jiae e
(VPN) Zolst

@:@:M:@:é:@:@:ﬁzg

(VPN) s sl ! ol asill Jias 12,7 IS

Aolal) LKL 518 G111 ASLd le EL jgai Asles
Protecting your Devices on a Public Wi-Fi Network

ey yae alindl lanil I Joeagld BELE 1 el alal) 280301 (WIFT) 5lb 61501 @l al aimianl Sl
Jusnal L Lot il g ol a5 g Aegine Aial y ol dlie iy B Laalitl cullalian 1 (90 Ll sl S
el AL gl (610d1 3 aluimianl wlie ol jga] Llesd el el

-(Mobile Hotspot) 4 gese Jlail dladi€ Joaml| cliils bly assil

Loy JLai¥ 2 (i 5 ane e ASLL I (WIFT) 18 51981 olSiy JLas¥l Juass Cibyl

alall gls 191l A8 yue Audall ol T UL Guulus cilogles 55 b Lilga ;éufy
alatl slo (g3 3 yue bl 59,01 colalS cauni Balely @5 Y

oo, L0080 ((VPN) 2ol dus | ,md W1 ASld | A a il
[J z s s z [
tetet e Lial SSVIHTTPS JsS539 50 (e Linge HTTP JsSg39 o ausiod Sl cagll calmdin (i
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Network Moni/toring and Packet Sniffing

(s e Lty o il sl Juoniy 505 S ual) i 38 o 381 1 anitadBpac ol sl
.(Packet Analyzers) ouw!?}eoi\aﬂu@abﬂ&m&.qmﬁy\ PRVANVER N TTCER
Lot eliled) o 3o Jald el gl 38T asl (Wireshark) e la yutg mels s Sl
aSPJ__mLéJu.azﬂ‘a.t}ﬁ_m:)A_ﬁal‘ roiie lily ‘a}_‘?ﬂ.{;“ (Wireshark) &l g
g 5all & ) laglas ggius iy Jlai¥l gujméwoﬁ\;ag‘a\ﬂwsmulcgljl*d\
osally Jlus¥ledy e dps jall @ jomlly Gla cibaglan le (Jpmad) A AN Jghual iy LS
Cre ¥ IS (0 |k A (9553 0 (S I 5l Gy iy 5S35 5401 559 gl

Ll 3e,12.8 K4

Ji328 (QR) gy A s 1y g el ol Jo 58 LSS Lgumuie 3
hLa puly zalip https://www.wireshark.org/download.html

Monitoring a Network with Wireshark &yl 1 g alddiuwly AT A3 e

.(Wireshark) «tla yfg 3! ‘_ﬁ.{; dgaly oo oY (o et

123 5L g Aty AT A1 L

(1 JENY wladl) Available Networks ae3ls (o el elhla july sudas mial <
O . (LLzuyl) Capture jal Lle dasasl <

O Lend e 0y 3 1 3L e daisl « (blat¥!) Capture 3350 ¢y <

O .(-) Start 35 Lle dazsl <

O s cblyl a5 @as al, <

O .3l 131, o LgY (L) Stop ) Gle daisl <

M The Wireshark Network Analyzer a = [m] X

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

am g ® BREBRe>=p IEIEQRQAQE
[I ]Apply a display filter ... <Ctrl-/> = '] +
Welcome to Wireshark
Capture
...using this filter: (H [Enter a capture filter ... ~] ‘AII interfaces shown v

Local Area Connection* 8
Local Area Connection* 7

Ethernet o 7 S O X P

Local Area Connection* 6

Adapter for loopback traffic capture . |

LASuad calga |
Stc.. o090 —_——

o0, ° . ° . ®  VYse'sgsuide © Wiki * Questions and Answers - Mailing Lists
L] L]
. You are running Wireshark 3.2.1 (v3.2.1-0-gbf38a67724d0).

p'-I-J_LLI I gjilejd% load or capture H No Packets H Profile: Default .
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‘ The Wireshark Network Analyzer

Statistics  Telephony Wireless Tools

TesEEeaaan

File Edit View Go Help

AN O [IMRE e

Capture  Analyze

[ ] |Apply a display filter ... <Ctrl-/>

M Wireshark - Capture Interfaces X
Input Output Options
Interface Traffic Link-layer Header Promi: Snaplen (B)  Buffer (MB)  Monitor Mode  Capture Filter
Local Area Connection* 8 Ethernet default 2 —
ion* JE—— Ethernet default 2 — not port 3389
At Ethernet M default 2 = not port 3389
Local Area Connection* 6 Ethernet ™ default 2 - not port 3389
Adapter for loopback traffic capture _______A__ BSD loopback default 2 s not port 3389
dalize o C‘Aj" | OSal e
«(Promiscuous Mode)
P e S dgaly o a0
ol Lglazls il A
L4
[ Enable promiscuous mode on all interfaces Manage Interfaces...
Capture filter for selected interfaces: Imtport 3389 i
| Start | Close Help
Learn
User's Guide * Wiki - Questions and Answers - Mailing Lists
You are running Wireshark 3.2.1 (v3.2. 1-0-gbf38a67724d0).
© 7 nNointerfaces selected || No Packets || Profile: Default
Y/ uring from Ethernet (not port 3389) — [m} X
FiNg@ it View Go Capture Analyze Statistics Telephony Wireless Tools Help
amge pRERec=TIEEaaan
i |Apply a display filter ... <Ctrl-/> = '] +
No. Time Source Destination Protocol  Length Info A
97 7.404476 199.0.0.56 199.0.8.255 NBNS 92 Name query NB WPAD<@@>
98 7.451849 199.0.0.56 199.0.0.255 NBNS 92 Name query NB WPAD<@®>
99 7.452177 199.0.0.56 224.0.0.251 MDNS 70 Standard query @x@@0@ A wpad.local, "QM" question
100 7.452333 fe8@: :6d45:6973:658.. ff@2::fb MDNS 90 Standard query @x@@0@ A wpad.local, "QM" question
101 7.452815 fe80::6d45:6973:658.. ff@2::1:3 LLMNR 84 Standard query @x9be8 A wpad
102 7.452946 199.0.0.56 224.0.0.252 LLMNR 64 Standard query @x9be8 A wpad
103 7.630237 199.0.0.37 199.0.0.255 DB-LSP... 188 Dropbox LAN sync Discovery Protocol <

Ethernet II, Src: Dell 98:d5:4@ (b8:ca:3a:98:d5:40), Dst: IPvémcast ©1:00:83 (33:33:00:01:00:03)
Internet Protocol Version 6, Src: fe80::6d45:6973:6586:2a21, Dst: ff@2::1:3

User Datagram Protocol, Src Port: 58097, Dst Port: 5355

Link-local Multicast Name Resolution (query)

VVvVvVVvYy

Frame 1: 84 bytes on wire (672 bits), 84 bytes captured (672 bits) on interface \Device\NPF_{28219D41-4EDB-41EC-9A3B-A27D9QE3A2FA}, id @

2008 33 33 0@ @1 @@ @3 b3 ca

2012 33 34 00 le 11 01 fe 8@

2026 69 73 65 86 2a 21 ff @2

0030 00 00 @@ 01 @@ 03 c3 bl

2040 @0 00 00 °1 o0 eo o0 ee

&50 oe el oe e

®e

L) ° © °

e °*.°
le 7 Etherrfet: <live capture in progress> || Packets: 103 - Displayed: 103 (100.0%) || Profile: Default

eyl uly ozl asll 330 ,012.9 (<




s 5
Analyzing the Wireshark Output &3 )Ld s 9 Sl v (oo
Rl e il gl B35 2 et A1 e i) o5 395 Jgo lleall (o Syl oy B all s (o 5o,
4>ty . (Packet Details Pane) et Juwlai ax gty  (Packet List Pane) aejstf deild asgt i as
.(Packet Byte Pane) e jott obily

The Packet List Pane 4 jo)f deild A ot

LY 2yl e ilsL ooling «Lelluus! ol e sl ol e Il gl ;,MH :(Time) <3 11
alls alHIP Glgie ) yall sgec s :(Source) yuall

g gll IP Olgie (Il Agasll agee yuity :(Destination) ag> st!

el Sl J5S535 5 M JsS535 00| 350e rudiy :(Protocol) J S s wul!

eyl Jslo Al Jgladl sgae sudey :(Length) Jskal!

A yadl Jo Aalis| calaglan (ol dganll pant 1 (Info) Cile glat

Time Source Destination Protocol Length Info

(c2s) (Haasll) (2g=s!1) (JsSs39 1) (Jskat) (eleslasll)

M Ethemet - O X
File Edit Viewy Go Capture Analyze Statistics [lelephony Wireless Tpols Hglp

Amge| ARBRe>=FT 4= EQaalx

[ ] |Apply a display ffiter ... <Ctrl{/> =2 v] &
Tlmeo—) Source Destination Protocol Length Info 4 A

19 ©.454862 199.0.0.154 199.0.0.46 ubP 973 3389 » 56890 Len=931

20 ©8.595584 199.0.0.42 239.255.255.250 SSDP 216 M-SEARCH * HTTP/1.1

21 0.687092 199.0.0.46 199.0.0.154 UDP 6@ 56890 » 3389 Len=11

23 ©.720223 199.0.0.154 199.0.0.46 1219 3389 » 56890 Len=1177

25 ©.738110 199.0.0.154 40.69.222.109 TCP 54 57103 > 443 [ACK] Seq=2 Ack=2 Win=1026 Len=0

26 0.744110 199.0.0.46 199.0.0.154 TLSv1.2 97 Application Data —

27 0.751879 199.0.0.46 199.0.0.154 TLSV1.2 97 Application Data .

28 0.751950 199.0.0.154 199.0.0.46 TCP 54 3389 - 59329 [ACK] Seq| Packet List Pane

29 8.768463 199.0.0.46 199.0.0.154 TLSv1.2 104 Application Data o e |

30 0.773324 199.0.0.154 199.0.0.46 upP 1282 3389 > 56890 Len=1240 (“-‘)—*—' [ERERENT) —

31 0.773367 199.0.0.154 199.0.0.46 UDP 1279 3389 » 56890 Len=1237 v
< >

Frame 24: 60 bytes on wire (480 bits), 6@ bytes captured (480 bits) on interface \Device\NPF_{28219D41-4EDB-41EC-9A3B-A27D90QE3A2FA}, id @
Ethernet II, Src: VMware 55:6f:07 (00:0c:29:55:67:87), Dst: Dell 9c:e5:c3 (f8:b1:56:9c:e5:c3)
Internet Protocol Version 4, Src: 40.69.222.109, Dst: 199.0.0.154

Packet Details Pane

(203l ol ingt)

0002 8 bl 56 9c e5 c3 @0 @c 29 55 6f 07 @8 @0 5 @0 - V- - - Yo B
0010 @@ 28 3a 3d 40 00 65 06 Od 46 28 45 de 6d c7 80 - (:=@-e- ‘F(E'm--
2020 0@ 9a @1 bb df of fa 64 c6 7e 6a 18 fa ab 50 11 - ----- d ~jooop

2030 ©3 fe d7 15 @0 00 @G0 00 ©0 00 @@ @@ s ceen

Packet Byte Pane
Voo (3ojmll il ing))

-
\ QO ¥ Sirgshark Btheret_20200124090408_a10928.pcapng || Packets: 7197 - Displayed: 7197 (100.0%) - Dropped: 0 (0.0%) || Profile: Default .

iy e e Al 430 e cila e 12,10 S
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The Packet Details Pane 4e jouf ) (fuolal do of

> Frame 24: 6@ bytes on wire (480 bits), 60 bytes captured (480 bits) on interface \Device\NPF_{28219D41-4EDB-41EC-9A3B-A27D9QE3A2FA}, id @
> Ethernet II, Src: VMware_55:6:07 (00:0c:29:55:6f:07), Dst: Dell 9c:e5:c3 (f8:b1:56:9c:e5:c3)
Vv Internet Protocol Version 4, Src: 40.69.222.109, Dst: 199.0.0.154
0100 .... = Version: 4
. 8101 = Header Length: 2@ bytes (5)
> Differentiated Services Field: @x@@ (DSCP: CS@, ECN: Not-ECT)
Total Length: 40
Identification: @x3a3d (14909)
> Flags: @x4@0@, Don't fragment
..0 @200 @@R@ 0002 = Fragment offset: @
Time to live: 101
Protocol: TCP (6)
Header checksum: ©x@d46 [validation disabled]
[Header checksum status: Unverified]
Source: 40.69.222.109
Destination: 199.0.0.154

3a o) Juolai angt 12,11 IS

(auLH S Wiadl ASLal (o pa3 )
e jonll Jo Budens
A 8 teaiall A5LE 3 ) > Frame 24: 60 bytes on wi
Lot @ L B0 laglen > Ethernet II, Src: VWMware
. ) J Vv Internet Protocol Versior
LI D oaiall LS o a3
. J

The Packet Byte Pane de ot OLiLe A of
.(Hexadecimal) (g pat! el Geaidly 530zl de yIl bl (Packet Byte) de ot 1 Slila d g Bgain (yo yad

2008 18 bl 56 9c e5 c3 JINIIMEY 55 6f 07 08 00 45 00 - -V- - [dBUo- - E-
2010 @@ 28 3a 3d 40 @0 65 @6 Od 46 28 45 de 6d c7 @@ - (:=@-e- -F(E'm--
2020 @0 9a @1 bb df ef fa 64 c6 7e 6a 18 fa ab 50 11  ------- d -~j---pP-
2030 @3 fe d7 15 @0 @0 @0 @0 00 00 @0 @0 cccceees ceen

O 7 wireshark_Ethernet_20200124090408_a10928.pcapng || Packets: 7197 - Displayed: 7197 (100.0%) - Dropped: 0 (0.0%) || Profile: Defauit .

dajatl abily 3541:2.12 K8

AP L’a.‘a,,:siiaa,é,j Y (6 plial | I biad | BreaaZI Ly o3I | DLy 2 o8 (Wireshark) <l lg (o pa
..:szyuwawwwbuuthwmbgsw aMl‘MLMM‘MIuchM‘ubMM‘}aM
.ngthW!?iM‘&m fu,:-ﬂub}.md.d:ujuaﬂaj.@m m,b,.o.ym‘(A-F,O 9) ag =iy
A.a.Lb-l!A.wLuY|uLa.4‘3 AW e WY ggumn Lebddon g SLLLd | 20 jlaey o Los (OIS pailan g SN 9S 459 20

p.LI_L.l._lII_IJIJI_’
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eshark Network Analyzer

Analyzing a Wireshark Scan &3 )Li a1 g amd Judo

03 L Lagl ol € pamd cililas (e 3! bl (3505 Juloetd wyLa ply alaisil (S
58 LSy A A e ogufua oL e ygtiall dogama pammd Cale a il udicn G Lglain

A day 1 (e ol 12

https://bl-xtrransfer.s3.amazonaws.com/KSA/G12/CYB/U2/L2/Scan_results.pcapng

3 xﬂ)lﬁ:}gb cale Gw
File View Go Capture Analyze Statisti
Open Ctrl+0 E 4 o
= .(=2) Open ;L& e dasssl ((cala) File 5 deMe (4o <
Open Recent > (C"ﬂ) P IR C""C ¢ ( ) b e T
Merge... . S . . - . w ool .
2 cale yial ¢ (blat¥l cals i) Open Capture File 328l e <
Import from Hex Dump... 0
Sfws g
e e -(Z5Ld! s=a=2) Scan_results.pcapng
Save Ctrl=S | © . (=2) Open e daisl <
Save As... Ctrl+Shift+S  £PY .
s . O a aln ) Ll 3 jo 201 213k pamill Cale agiin <
ile Set n*{ ° N o " =
n*
Export Specified Packets...
Export Packet Dissections > n* M Wireshark - Open Capture File X
2 tral
Export Packet Bytes... Ctrl+Shift«X [ o Locki: [ ] Documerts Y @2 o
Export PDUs to File... * e _— 0
Export TLS Session Keys...
) Quick access
Export Objects 4
Print... Ctrl+P Desktop
Quit Ctrl+Q =
= Fie name: [scan_resuts v [open |
Libraries
Files of type: ‘AﬂFﬂes V‘ ‘ Cancel
= =
This PC
Read fiter: Format: Wireshark/... - pcapng
@r detectfle type o] e 9046 KiB, 14387 data records
Network Start / elapsed: 2020-03-03 14:22:21 / 00:00:33
M Scan_results.pcapng = m] X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Adm 3 ® EREBRes=F IS5 EQaQQH
llADp\vadlsplay filter ... <Ctrl-/> [=] '] o,
No. Time Source Destination Protocol  Length Info
I 1 ©.000000 199.0.0.46 199.0.0.154 TLSv1.2 97 Application Data | [
2 0.000074 199.0.0.154 199.0.0.46 TCP 54 3389 » 51549 [ACK] Seq=1 Ack=44 Win=63846 Len=0
3 0.005153 199.0.0.154 199.0.0.46 TLSv1.2 196 Application Data
4 0.016036 199.0.0.46 199.0.0.154 TLSv1.2 104 Application Data
5 0.032026 199.0.0.46 199.0.0.154 TLSv1.2 104 Application Data
6 0.032106 199.0.0.154 199.0.0.46 TCP 54 3389 » 51549 [ACK] Seq=143 Ack=144 Win=63746 Len=0
7 ©.048186 199.0.0.46 199.0.0.154 TLSv1.2 104 Application Data
8 0.064014 199.0.0.46 199.0.0.154 TLSv1.2 104 Application Data
9 0.064083 199.0.0.154 199.0.0.46 TCP 54 3389 » 51549 [ACK] Seq=143 Ack=244 Win=63646 Len=0 |
10 ©.080097 199.0.0.46 199.0.0.154 TLSv1.2 lo4 Ap_plication Data
< >
> Frame 1: 97 bytes on wire (776 bits), 97 bytes captured (776 bits) on interface \Device\NPF_{28219D41-4EDB-41EC-9A3B-A27D9@E3A2FA}, id @
> Ethernet II, Src: Dell _89:6a:2f (8c:ec:4b:89:6a:2f), Dst: Dell 9c:e5:c3 (f8:b1:56:9c:e5:c3)
> Internet Protocol Version 4, Src: 199.0.0.46, Dst: 199.0.0.154
> Transmission Control Protocol, Src Port: 51549, Dst Port: 3389, Seq: 1, Ack: 1, Len: 43
> Transport Layer Security

| Y

8 bl 56 g @PW ac
%g, 53,19 fcgt®e® 30
©2 %a_co 5d,0dp3¢ bt
o 24 14°20 %5 @0 00 17
@0 37 22 34 5f 8b 48
50 Se a8 45 @0 ce 97 ff

pul — illeaylyg

ec
@6
fa
e3
6f
3c

4b
53
49
e3
d9
4d

eo
c7
2o
54
3e

6a 2f
c7 ee
34 81
26 ee
fd 43
21 dé

28

e3
(7]
c6
ds

(7]
2e
74

e2
6b

45
c7
50

98

RESESS

Y R Kj/E
See@eer Seee.

cee]i=ee I-4--tP
- TR & .....
7"4_-Ho ‘T-C--S-
E--oo< M-1eoke4
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.4.»)5)1‘ ‘:A‘},J‘j( M.n_d‘) u'\.A.,\_’Lu.ul‘ oj.g:..\ Wt_'M_l.u‘).A

M 5can_results.pcapng — m} X
File Edit View Go ap Analyze Statistics Telephony Wireless Tools Help
AE @ | DREBRe>=F S 5= aaanr
(W [apply a display filter ... <Ctrl-/> =3 -+
Time Source Destination Protocol  Length Info
1 ©.0e0e000 199.0.0.46 199.0.0.154 TLSv1.2 97 Application Data
2 0.000074 199.0.0.154 199.0.0.46 TCP 54 3389 » 51549 [ACK] Seq=1 Ack=44 Win=63846 Len=0
3 0.0805153 199.0.0.154 199.0.0.46 TLSv1.2 196 Application Data
4 0.016036 199.0.0.46 199.0.0.154 TLSv1.2 104 Application Data
5 0.032026 199.0.0.46 199.0.0.154 TLSv1.2 104 Application Data
6 ©.832106 199.0.0.154 199.0.0.46 LCE 54 3389 » 51549 [ACK] Seq=143 Ack=144 Win=63746 Len=0
7 0 04ARIRA 100 0 0 4A 100 0 0 154 TISU1 2 104 Annlicatinn Nata

~

Frame 2: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface \Device\NPF_{28219D41-4EDB-41EC-9A3B-A27D9QE3A2FA}, id @
Ethernet II, Src: Dell 9c:eS5:c3 (f8:b1:56:9c:e5:c3), Dst: Dell 89:6a:2f (8c:ec:4b:89:6a:2f)
Internet Protocol Version 4, Src: 199.0.0.154, Dst: 199.0.0.46
Transmission Control Protocol, Src Port: 3389, Dst Port: 51549, Seq: 1, Ack: 44, Len: ©
Source Port: 3389
Destination Port: 51549
[Stream index: @]
[TCP Segment Len: @]
Sequence number: 1 (relative sequence number)
Sequence number (raw): 338870260
[Next sequence number: 1 (relative sequence number)]
Acknowledgment number: 44 (relative ack number)
Acknowledgment number (raw): 3220851186
@101 .... = Header Length: 20 bytes (5)
> Flags: @xele (ACK)
Window size value: 63846
[Calculated window size: 63846]
[Window size scaling factor: -1 (unknown)]
Checksum: @x8ee3 [unverified]
[Checksum Status: Unverified]
Urgent pointer: @
> [SEQ/ACK analysis]
> [Timestamps]

Evvyv

@000 8 ec 4b 89 6a 2f 8 bl 56 9C €5 C3 @3 @0 45 00 - K-j/-- V----- £

2010 @@ 28 04 dc 40 00 80 @6 0 00 C7 00 00 9a C7 @8 (- @ - - -

2020 @@ 2e @d 3d c9 5d 34 81 @3 74 bf fa 49 f2 58 18  -.-=-]4- -t--I-P-

2030 9 66 8e e3 00 00 e

O 7 Sscan_results.pcapng || Packets: 14387 - Displayed: 14387 (100.0%) || profile: Default .

B o) Jaeo s 250 Bl als a1l 12,14 1S

0¥ JeS 939 0 (l9ie9.199.0.0.154 (SOUFCG|P))..L‘4¢.Uguj.u§(|d3s‘9.vjfu‘}mu5§4 2(&3)4.4)}.‘“9_
(TCP) J.&bp&a.d‘J}Syjf‘a‘mb MFJ.MAULPJ_H)JJJQQ 0.0.46 (Destination IP) 4.4,:.,13
(L,.E.t'nl‘ ..La.m) 4.4:-.3_” JiieS 51549 _La.d.‘j (J.MJ.U _La.m) ‘;.&.441‘ JaieS 3389 aadll ).mJ.u)lL' L)AL""-”

No. Time Source Destination Protocol Length Info
1 0.000000 199.0.0.46  199.0.0.154 TLSvl.2 97 Application Data
2 0.000074 (199.0.0.154(199.0.0.46| [TCP |  54(3389|-[51549 |[ACK] Seq=1 Ack=44 Win=63846 Len=0

3 ©.005153 199.0(0.154 199.0.0.46 TLHv1.2 196 Applicatidn Data
4 ©0.016036 199.0/0.46  199.0.0.154 TL$v1.2 104 Applicatiqn Data
5 ©0.832026 199.0(0.46 199.0.0.154 TL$v1.2 104 Application Data )
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(Source IP) iaell C AW J 98 g9 m Oleie O Alas e cLiSs 10214 @2 Ayl JES AR
u\_n}\.u @4}9 199.0.0.154 4  (Destination IP) dgrsll s getyq] J,S,;j,.' Olgiey .172.217.23.99
iy Les (80 52 2aill 05, (TCP) Jauly psoctt J5S 53955 50 e»‘m—ul‘ JLas¥ JsS 5395 of Ll aa jnll

Olsiny cg dmio 595 e-*’—‘—wl‘ OF aa 138y (HTTP) uadldt aldt S5 J9S 939, aluiiul
Jﬁj&uﬂub\.‘a@ﬁu.a-‘duwm (Google) 4848 oy &l yoma dmain (40 172.217.23. 99@)44“]55343)4

‘ Scan_results.pcapng - a X

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am g [IDRBRe>=ZF 8 5EQRQAQH

[I lAppIy a display filter ... <Ctrl-/> =K

No. Time Source Destination Protocol  Length Info A

! 10211 23.253043 199.0.0.154 172.217.16.161 TCP 54 51773 » 443 [ACK] Seq=775 Ack=7213 Win=262144 Len=0

f 10212 23.253149 199.0.0.154 172.217.16.161 TLSvl.2 180 Application Data

| 10213 23.257407 199.0.0.154 TLSvl.2 147 Client Key Exchange, Change Cipher Spec, Encrypted Handshake
10214 23.269741 7N 7D 3R90) 66 8@ > 5179@ [SYN, ACK] Seq=0 Ack=1 Win=6872@ Len=@ MSS=138@ <
10215 23.269831 199.0.0.154 172.217.23.99 TCP 54 51790 > 80 [ACK] Seq=1 Ack=1 Win=262144 Len=0 |
10216 23.269944 199.0.0.154 172.217.23.99 HTTP 291 GET /gtslol/MFIWUDBOMEwWwWSJjAJIBgUrDgMCGEUABBRCRDCIXxnb3nDwj%2

I 14217 73 9R3A8 100 0 0 154 100 0 0 4 TISu1 2 812 Annlicatinn NData LI

< >

> Frame 10214: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface \Device\NPF_{28219D41-4EDB-41EC-9A3B-A27D9QE3A2FA}, id @

> Ethernet II, Src: VMware_55:6:07 (00:0c:29:55:6f:07), Dst: Dell 9c:eS5:c3 (f8:b1:56:9c:e5:c3)

> Internet Protocol Version 4, Src: 172.217.23.99, Dst: 199.0.0.154

v - 1 Pr 1 Src Port D [=] 5 ~

Source Port: 8@
Destination Port: 5179@
[Stream index: 140]
[TCP Segment Len: @]
Sequence number: @
Sequence number (raw): 2986453004

(relative sequence number)

[Next sequence number: 1 (relative sequence number)]
Acknowledgment number: 1 (relative ack number)
Acknowledgment number (raw): 1875259194

1060 Header Length 32 bytes (8)

Window size value 60720
[Calculated window size: 60720]
Checksum: @x1f13 [unverified]
[Checksum Status: Unverified]
Urgent pointer: @

> Options: (12 bytes), Maximum segment size, No-Operation (NOP), No-Operation (NOP), SACK permitted, No-Operation (NOP), Window scale
> [SEQ/ACK analysis]
> [Timestamps]
oooo 8 bl 56 9c e5 ¢3 @2 @c 29 55 6f @7 @8 @0 45 @e Ve JUo- - -E- o
0010 @0 34 9b 99 @2 00 75 @6 1le 54 ac d9 17 63 c7 @@ |
0020 ©@ 9a 00 50 ca 4e b2 @1 bb 94 6f c6 2f 3a 80 12 +++P:N-+ -+0-/:
0030 ed 3@ 1f 13 @2 00 @2 @4 @5 64 @1 @1 04 02 o1 @3 *@eecvee o [ EERERRE
v
O 2 Scan_results.pcapng || Packets: 14387 - Displayed: 14387 (100.0%) H Profile: Default .
'No. Time Source Destination Protocol Length Info
i 10211 23.253043 199.0.0.154 172.217.16.161 TCP 54 51773 » 443 [ACK] Seq=775 Ack=7213 Wi
i 10212 23.253149 199.0.0.154 172.217.16.161 TLSv1.2 100 Application Data
i 10213 23.257407 199.0.0.154 216.58.206.14 TLSvl1.2 147 Client Key Exchange, Change Cipher Sp
10214 23.269741 (172.217.23.99| 199.0.0.154 TCP 66|80 |> 51790 [SYN, ACK] Seq=0@ Ack=1 Win
10215 23.269831 199.0.¢.154 172.217.23.99 TCP 54 51790 » 80 [ACK] Seq=1 Ack=1 Win=2621
10216 23.269944 199.0.4.154 172.217.23.99 HTTP 291 GET /gtslol/MFIwWUDBOMEwWWSjAIBgUrDgMCG
L').'JLLc Julsd :2.15 J&
(IP) e, JsS 539
®oo ° 6 ° gﬂjz_n dxdin ]
::.. o.o:J JZ’I}B" @J}S}Bjﬁe‘m‘ﬁ:’e
° . ) e .
5 .(Google) .(HTTP)L_,._u.u.J‘ i

pul il

ajljg

Ministry of Education

2023 - 1445



Detecting Suspicious Activity on a Network as.id e co e dolid 2isS

s B
ijﬁﬂ\d%‘dﬁﬂjﬁﬁ}fﬁdﬁh}bﬁéﬁzﬁ‘ @«hﬁLm‘&c@ﬂ‘MY|O¢m¢bLﬁbﬁbﬁM
lidas eyl Jolos ) 3 e Y BLEISY JsS 539,00 10a ausia gl (Address Resolution Protocol - ARP)

Oglialt &1 80 J oS 65 9 5
: (Address Resolution Protocol - ARP)
2

Oobie o day U azmiy Jlasl JgS539 0 50
Le Slemt (IPVA (pyglic) 3eidl aas
Olee ) ablatl obladl dayy dads Glgicy
JSgg ) 18 Sady 3l 304 Lo (MAC
Lgnass JLai¥l 30 334291 St Uiy pio
Oglie nasd Gyl (e Ad=ll A AN 2
S| gliad (IP) co,ia ¥l JsS 93 0
.(MAC) dauglt slatly

S e

L (ARP) (pagliall o1 ,508) JoS g3 9 0 Olills CaiS3

ole dai! @ (u,o0) Edit s Radle o0 <
© . (=Sunintl) Preferences

Ll st (eduxnaull) Preferences 3asls ¢ya <
© .(=¥¢S439 ,41) Protocols

[ Cliall ) 558 JsS 539 50) ARP/RARP (JoSg39 50 i3 <

O . (oSall cugliad) o) 3 5535 5

alass!) Detect ARP request storms Gguius shs <
O . (sliad! 1,31 JsS539  lills

0O . (59154) OK e dassl <

e amill (e youdl 20513) Packet List dsgl ye cliSas <

o D JaLa.’Zu 299
M Wireshark - Preferences X ‘ shark Network Analyzer
v Appearance A N roraet File | Edit View Go Capture Analyze Statistics Telephc
Columns ) . ) —
Font and Col [ pisplay hidden protocol items ‘ 1 Copy » =
Layout [ pisplay byte fields with a space character between bytes : - |
Captu{e [J Look for incomplete dissectors A Q and s oy
Expert = — oo tae i Find Next Ctrl+N
Filter Buttons able stricter conversation tracking heuristics 3 .
Find Prev Ctrl+B
Name Resolutior, e yiees i
v Protocol
T Mark/Unmark Packet(s) Ctrl+M
2dparityfec Mark All Displayed Ctrl+Shift+M
3GPP2 AT1 i
6LOWPAN Unmark All Displayed Ctrl+Alt+M frc |
S02:11 Radic Next Mark Ctrl+Shift+N
Previous Mark Ctrl+Shift+B
M Wireshark . Preferences X
Ignore/Unignore Packet(s) Ctrl+D
APRS = - 2 1
AR Drone Address Resolution Protocol Ignore All Displayed Ctrl+Shift+D  |pture |
Detect ARP t sto 2 :
Armagetronad Moe fequeststoms Unignore All Displayed Ctrl+Alt+D
ARP/RARP Number of requests to detect during period
:'Rt:’:g; Detection period (in ms) Ilog | Set/Unset Time Reference Ctrl+T
ARUBA_ERM Detect duplicate IP address configuration Unset All Time References Ctrl+Alt+T
:Z'IAEPRIX Register network address mappings Next Time Reference Ctrl+Alt+N
AT Previous Time Reference Ctrl+Alt+B
ATH
ATM Time Shift... Ctrl+ Shift+T
ATMTCP
ATP
Auto-RP Packet Comment... Ctrl+Alt+C
AUTOSAR NM Delete All Packet Comments
AX.25KISS
AX25nol3 Configuration Profiles... Ctrl+Shift+A
AX4000
ode AVIVA 000 Preferences... Ctrl+Shift+P
®bg o
® ® Bgnan® _ © ¢ @ (N
® 8 opn°, e 00
gliow o ¥
>

I OK Cancel Help
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M Scan_results.pcapng = O X
File Edit w Go Capture Analyze Statistics Telephony Wireless Tools Help
amse EREBQRe>2=ZF § 5= aaaHE
[] IApD\v a display filter ... <Ctrl-/> v] +
No. Time Source Destination Protocol  Length Info A

22 ©.170888 199.0.0.154 199.0.0.46 TCP 54 3389 > 51549 [ACK] Seq=2634 Ack=671 Win=63219 Len=0

23 ©.175966 199.0.0.46 199.0.0.154 TLSv1.Z 97 Application Data

24 0.192083 199.0.0.46 199.0.0.154 TLSvl.Z 104 Application Data

25 ©.192155 199.0.0.154 199.0.0.46 TCP 54 3389 -» 51549 [ACK] Seq=2634 Ack=764 Win=63126 Len=0

26 ©.199961 199.0.0.46 199.0.0.154 TLSv1.Z 97 Application Data —_—

27 ©.216014 199.0.0.46 199.90.0.154 TLSv1.2 104 Application Data

28 ©.216086 199.0.0.154 199.0.0.46 TCP 54 3389 =» 51549 [ACK] Seq=2634 Ack=857 Win: Len=0

29 ©.231972 199.0.0.46 199.0.0.154 TLSv1.Z 104 Application Data |

30 ©.234013 HewlettP_al:30:ee Broadcast ARP 60 Who has 199.0.0.2032 Tell 199.0.0.32

31 ©.248019 199.0.0.46 199.0.0.154 TLSv1.Z 104 Application Data

32 0.248100 199.90.0.154 199.0.0.46 TCP 54 3389 » 51549 [ACK] Seq=2634 Ack=957 Win=62933 Len=0

33 ©.3e4092 199.0.0.46 199.0.0.154 TLSv1.Z 97 Application Data

34 ©.320037 199.0.0.46 199.0.0.154 TLSv1.Z 97 Application Data

35 ©.320114 199.0.0.154 199.0.0.46 TCP 54 3389 > 51549 [ACK] Seq=2634 Ack=1043 Win=62847 Len=0 v
< > » 4
> Frame 22: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) d 8c ec 4b 89 6a 2f f8 bl 56 9c e5 c3 @3 @0 45 @@ KeSjY ' WWmeete
> Ethernet II, Src: Dell 9c:eS:c3 (f8:b1:56:9c:e5:c3), Dst: Dell_89:6a ©0 28 @4 e5 40 @0 30 06 ©0 @0 c7 00 @0 9a c7 00 (@ - -
[ Internet Protocol Version 4, Src: 199.0.0.154, Dst: 199.0.0.46 0 S e o o S (e 0w b e e CUos S e e g £P
> Transmission Control Protocol, Src Port: 3389, Dst Port: 51549, Seq: 7 I
< > < >

O 7 scan_results.pcapna || Packets: 14387 - Displayed: 14387 (100.0%) || profie: Default .

(ARP) ¢yagbiall ol y53l JgSgig 0 culills (258 12,16 JSi

Shen tlin 1y 38T (s Mm‘_uﬂgamduas\ﬁmt ol a1 5l gl (e jond | AsilB gl 2
e s ASall e 653315 jea Y1 e comiy iy Laal Jlas¥ @ 301 Bgagl) 50 (93 ULl Jou 3

Olsie Al ol Lol s 1wl 2199.0.0.203 ) stwﬁd}mutsm Les gaxitls 3Lgad!
OIS 131 La (3LEIST Jyloy 1 Lo Liaze i ¢y culaglall 020 (ya iiieedd 0 liSla LeS 0199.0.0.32 i i3yl JsS539 0
a3 LS @ o 13152, 17Jut.s_u,@m¢xmm 1.3199.0.0.203 u_.,mu djswfutﬂ

27 0.216014 199.0.0.46 199.0.0.154 TLSv1.Z 1@4 Application Data
28 ©.216086 199.0.0.154 199.0.0.46 TCP 54 3389 » 51549 [ACK] Seq=2634 Ack=857 W
29 0.231972 199.0.0.46 199.0.0.154 TLSv1.Z 14 Application Data
30 0.234013 HewlettP al:30:ee  Broadcast ARP 60 Who has [199.0.0.203pTell 199.0.0.32
31 ©.248019 199.0.0.46 199.0.0.154 TLSvl.Z 104 Application Data
32 0.248100 199.0.0.154 199.0.0.46 TCP 54 3389 » 51549 [ACK] Seq{-2634 Ack=957 W
33 0.304092 199.0.0.46 199.0.0.154 TLSV1.Z 97 Apphcatmn Data
alasiw¥ 12 199.0.0.203 i m¥l JoS539,m Olgie OIS 15] Lo aliaas| Joloms Jygome ﬁ.\_—am 217 s
L X IPY ° e®® [ ] . R
00e,°: o°,000 JoSg39m Olate OIS 13) Lo oLl yazeds Jolmy 1@
o0 e °. o0
° . calaziudl 42 199.0.0.203 e Yl
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Lol gl gluw (gl (Al U i sgud (Expert Information) et Sleglas sl ohhls g ans

eIt Slaglan i SiLedt A4S Sl
Analyzing Data Flow with Expert Information

g 2

ALY oia syasd 2 craazill Hud ae b Lay cogadie

: (Expert Information) sl Gleglas 5L (Laaald

Q. (. olaglas) Expert Information jLa Lle dasisl « (Juls3) Analyze cogs deadle (4o <

O o Slasles Al Alaulgy ogaill dolaill le <3 paill @i <

‘ *Ethernet

File Edit View Go Capture

AEm 2@ R E

[l |App]\/ a display filter ... <Ctrl-/>

No. Time Source
16 ©.417202 199.¢@
17 ©.417646 199.¢@
18 ©.417909 199.@
19 ©.418568 Dell
20 ©.429431 199.@
21 ©.429507 199.@
22 ©.441982 199.@
23 ©.446664 199.¢@
24 ©0.462240 199.¢
25 0.462313 199.@

<

> Frame 19: 6@ bytes on wir

Vv Ethernet II, Src: Dell_d3

> Destination: Broadcast

> Source: Dell d3:12:22
Type: ARP (0x@806)

Padding:

Show Packet Bytes... atrl+Shift+0
Expert Information o

- [m] X
Analyze = Statistics Telephony Wireless Tools Help
Display Filters... L5
Display Filter Macros... [=SIE:
Display Filter Expression... rotocol  Length Info i
g IDNS 81 Standard query 0x@@00 AAAA desktop-22jfbmé6.local, "QM" quest
aEEi=Con GEnE | 75 Standard query @x8f29 A desktop-22jfbmé
Apply as Filter » LR 75 Standard query @xa69d AAAA desktop-22jfbmé
Prepare a Filter » IRP 60 Who has 199.0.08.562 Tell 199.0.0.175
(= LSvl.2 104 Application Data
Conversation Filter >

CcP 54 3389 » 59329 [ACK] Seq=38 Ack=237 Win=62541 Len=0

Enabled Protocols... Ctrl+Shift+E  JDP 391 3389 > 56890 Len=349

Do LSvl.2  1@4 Application Data

s LSvi.2 104 Application Data

Reload Lua Plugins Ctrl+Shift+L  fcp 54 3389 > 59329 [ACK] Sea=38 Ack=337 Win=64000 Len=0 L N
20

SCTP »

Follow 4

its) on interface \Device\NPF_{28219D41-4EDB-41EC-9A3B-A27D9QE3A2FA}, id @
FEEE (GRS A TS ST ST

Vv Address Resolution Protocol (request)
Hardware type: Ethernet (1)
Protocol type: IPv4 (@x@800)

Hardware M Wireshark - Expert Information - Ethernet - m} X
Protocol
Opcode: r -
Sender MA Severity Summary Group Protoc ™
Sender IP | > Warning Previous segment(s) not captured (common at capture start) Sequence TCP
Target MA | > Warning ACKed segment that wasn't captured (common at capture start) Sequence TP
Target IP | > Waming Connection reset (RST) Sequence TCP
> Warning DNS query retransmission. Original request in frame 17 Protocol LLMNF
> Warning DNS query retransmission. Original request in frame 15 Protocol mDNS
v Note "Time To Live" != 255 for a packet sent to the Local Network Control Block (see RFC 3171) Sequence IPv4
15 Standard query 0x0000 A desktop-22jfbmé.local, "QM" question Sequence IPv4
16 Standard query 0x0000 AAAA desktop-22jfbmé.local, "QM" question Sequence IPv4
116 Standard query 0x0000 A desktop-22jfbmé.local, "QM" question Sequence 1Pv4
17 Standard query 0x0000 AAAA desktop-22jfbmé.local, "QM" question Sequence IPv4
154 Standard query 0x0000 A desktop-22jfbmé.local, "QM" question Sequence 1Pv4
155 Standard query 0x0000 AAAA desktop-22jfbmé.local, "QM" question Sequence 1Pv4
O 7 wireshark 186 Standard query 0x0000 A desktop-22jfbmé.local, "QM" question Sequence IPv4
187 Standard query 0x0000 AAAA desktop-22jfbmé.local, "QM" question Sequence IPv4
357 Standard query 0x0000 A desktop-22jfbmé.local, "QM" question Sequence 1Pv4
358 Standard query 0x0000 AAAA desktop-22jfbmé.local, "QM" question Sequence 1Pv4
473 Standard query 0x0000 AAAA desktop-22jfbmé.local, "QM" question Sequence IPv4 5
< a4 O Bl il iALANAA A St AN £ 8ot PANAW oo Qoo oo E¥T
®es, oo
00 e ° © ;iv.tﬁﬂpla\/ Filter Group by summary Search: | I Show... VI
00, °,°,° o000
° . ° ‘ Close ‘ ‘ Help [
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3oy Sl aLIAD (e Aol duo! 20N ASTCAT | daddn JLad W
Connecting to a VPN Service on your Windows Machine EL (ol3!

Llast Lgal ozl LL‘SUQ—'J (VPN) Zolst! dos! yma Y| ML'JLAAJMJMO‘J‘ e dguing Jads ‘:Ua_' Sy
u\.:-J th_xuuc‘a;\}:ajbowmuﬂuﬁmdjm}ﬂ Wm@.‘c_mjcwbd\.bqul:@ju‘aM‘a 5 .eylg
u@}l‘u‘juun ‘.A.u.tj‘ ..\.uuLMo_\.").Al‘ 4:.‘_&._” Cetews Lg.m.]a}iu.ny| Wﬂ\g}.uﬂ uL.u.uji‘ﬁulS).uJ‘
Ol 3L (93 (VPN) Zolind dcisl ;= ¥ 1 ASLcid f dans I (o L3l palg3 Ol S SV Cals ol ¢ Sias
.m;uu;:mpuc,\swioﬁjd}moﬁdum e Aealeaml UL ya Loyl of dlsios Jummed il o yie |

ASad ) alusvials
FONER IR
, (VPN)

APk VPN@A\} CO 0N dens 395w VPN (feoc AT

s

ca o Ca 0N Ao 3950 PREL WY
des e Jans Calbga JLa3¥ Aial 235 4a€ Lenlonll 2ol ¥ 20l den 12,19 IS

u.ta_‘a'_ud‘ ‘A‘J.:r_uuwj‘ Jeall (VPN) d.mla.ﬂ A.ua‘).dﬁﬂ asadh JLA.Q” )3.)433 ‘aUa.u J.a.ud.\.” g.;.ml.:»_UuS.u
4.44\:-..” 4._;@[).‘3}" AS..H.J‘ dads D99 0.4)_.3‘ ealyliatly p_eUa.U J_m 4_4.5‘2?‘):..: «_»lSh.u_u.Uj\ cdalall USLAY‘ %
L JLas¥l w59 my-vpn-server eulbs cliuls e 5L 3 (VPN)

(VPN duslel) dudst ;0¥ A Aoty Jluad DU

O (<1510 ) Settings e dasusl Hguing 2 (sus) Start aesls e <

Pictures Network & Internet ,le dass! « (lslacl) Settings 3280 (pe <
O (i mylyi.al)
Settings
: @ O (2oLl Bl 391 201 ) VPN s Bedle e daiisl <
Power O (VPN Jlssl aslsl) Add a VPN connection 33 ,le daiss! <
o sl ;a0 (VPN a4e) VPN provider Lt dowad) 5Lt oya <
e O =i O . (55009 (yaine) Windows (built in)
Windows Seftings G.(JLA:Y\ @w!) Connection name i~ 2 "VPN" (81 <
(oo 3 @!) Server name or address Ja~ 2 "my—vpn—serve:r" Sl <
O (wl5ic 5f sl
oo o0 L
eseBinolase By 51 (sl S ilaslas £55) Type of sign=in info Ja= 2 <
OP e i, 000 O (L, LalSy auxiill @ul) User name and password Jas

Phone Network & Internet . ..
Pl il éﬁ j et B O (L) Save Ll darsl <
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< Settings = [m] b4

@ Home VPN o
+

Find a setting £ | Add a VPN connection

Network & Internet

Advanced Options

B Status

Allow VPN over metered networks
%= Ethernet @ o
2 Dial-up Allow VPN while roaming

@ on

°%® VPN o ( JL‘AS‘ GL:“"L(“:

J(VPN) awlatl | x

&= Settings

@ Home VPN

Find a setting L |

Add a VPN connection
+
Network & Internet
oy K
@ Status

Add a VPN connection
VPN provider

Connection name

VPN

Server name or address

I 7

Type of sign-in info I:

User name (optional)

Password (optional)

Save Cancel

(VPN) ss sl des! oW asiall danses Jlai¥l 12,20

Activating the VPN Service dwola)| dus! @Y AU dods Sl
L@l e Juaiid Loy JLai¥l clide o (VPN) s il s yma¥! 30 Al Fans £509S5

@

Network & Internet settings
ettings, such as a connection metered.

437 AM
[

A LB 22/9/2022

Windows Security X i VPN
Sign in 6> Connected
User name } ‘ o Net
‘ Password ‘
Iz o
OK Cancel Wi-Fi Airplane mode
: ®e,, e0®®
° -

00, °, ) /\-@m)) ¢

N (VPN) dsladl aesl oyl asall dous Juasi 12.21 J<s
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A BN ASAN Aedks JLuast

:(VPN) Aol

e dadisl g le.n.fu‘;?d]ain 2 <
© . (as.a01) Network 53

ol izl uy 53 g VPN Jlasl sl <
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Cache 13/5/2022 10:07 Tp File folder
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o 1 g o pat
File Edit View Tools
_ANew Database g base () Write Changes ZRevert Changes ’ 3 Open Project (fsave - - .
2 @ 3 | = & @ ] (=} Ceipe Lade | Lasosl <
Database Structu BrowseData  Edit P 4z
atabase re W it Pragmas Execute SQL ..) Browse Data
Table:| =] duster_keywords !, @ ¥ % IE' @ E' B| 5 % Filter in any colum o (QL‘L;.J‘
| duster_keywords W lecti o
(5] duster_visit_duplicates pe score coflections Vol 1S e dazsl <
(A5 usters [Fitter [Filter [Fitter | Q. ‘:"“‘;L"J‘ ‘
1 |[E dusters_and_visits 3 43.0500640869141 /collection/sports_teams Bga Sl 3uza) utlsﬂ):.;;.! ~
g || cmtent smiotatins 3 34.9054565429687 /collection/sports Joa o2 e (sl 3,050
[ context_annotations o | .
3 | | @ downloads 4 100 .urls ‘)JJLLC
4 |[E downloads_slices 3 88
5 |[E downloads_url_chains 3 94
= ke d ch_tel
6 D_ ynore_searehtems 3 77.1466293334961
(=] meta
7 |[E segment_usage 4 100
® [ seqnents g @@ ® b 3798472213745117
® = & .qmn& oo
0 o[ NSl o 3 72.978645324707
&) Bped” url_sync_metadata
10 *_*uﬂj;s =4 3 74.6957931518555
il — 1k I.TJ;& source 3 77.2715072631836 /collection/countries
) s =)
L ) asdl o s 12,25 IS
Mu??trg of Education dsantlo2ye
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{12 Choose a database file X
&« v A « AppData > Local > Google > Chrome > UserData > Default > v 0 O Search Default
Organize v New folder =y [ @
Name Date modified Type Size 2
s Quick access . i X
heavy_ad_intervention_opt_out.db 13/5/2022 10:07 Tp Data Base File 16 KB
« Creative Cloud Files 0 heavy_ad_intervention_opt_out.db-journal  13/5/2022 10:07 mpt DB-JOURNAL File 0KB
o . [ History 22/5/2023 5:33 pp File 288 KB |
@ OneDrive - Binary LogicSA "= - |
[ Lock 13/5/2022 10:07 File 0KB
This PC [ Los 22/5/2023 5:08 pp File 0KB
[7] LoG.old 22/5/2023 417 pp OLD File 0KB
ﬁ Network ; .
= [ Login Data 19/5/2023 11:49 File 46 K8 ®
File name: |History v | All fio D
I Open | | Cancel |

Jomedl cale Juamiy o 63 prieaia 0 12.24 IS




The Uniform Resource Locators (URLs) Table ..\:.,it 309l @3‘ Sl Skme Jod>

Lg.\.d:-..vﬁ ﬁ.&zu.ul‘ &m.a.ot\.!a_uu\ .9_‘_3_‘.3:_‘&&\.@4.» ‘Jﬁ-’ (URLs) ..L:-}UAJB.UE}A Slaime Oglie Joo 352
Muhjmulcfjﬁemw@uiAPﬁ\djm‘ ‘..\_AL_gj_uMJ u”‘)-‘-‘-‘-“”u-‘mudl-""-nd-‘-‘m” ‘);J Jie

Jsosll @ Gl gl

‘yﬁjmu«www‘cmamg_shub <Ll ‘aM\ LA)‘)L’.J‘M&‘UJJLACJP

‘—'\J‘zd‘umdbuﬁ%u})-‘ﬁy‘ \ﬂb@i&\wbﬂuamwwﬂb ﬁ.\z‘_‘.ﬂlh_b_\_wt.‘.u}‘u_u Lg_d\

JLU._” Jou> imﬁ\

Olsie JS Jp 330 Jreolis y595 &eushy 3acl 3e (yn (URLS) i gl 51901 a8 g il i (yuslic Sy (15
o el (53 Ll Jeloetll Jloma 2 Lgianl le (3 a9 3uae Y 006 CadSiudion (b Lad 40,5 cued URL

:(url) .u.,xuy,n@y a.\:u

el Gl gl a5l a.:.\al‘ gl LHJLL:(UH) J}}l‘ gl aBge Sama KYIPVS u)m
Jsosll @5 il sl &_sl_'zma..\_'..\xuu'\_n.a_w_nﬂw_jw‘ 0l Juloi ey o Lgi)la)
iy yue crme dolis Aalatl Aalgll cslaglall 315yl g cLgd

:(title) ol gt

‘a.m, L@)Luwu_dh_,_.djh_.\_ama;w\jl wdhcula(tltle)g|w'é}¢c$}m
Leutl Usmms! 3 201 3051 L;}MWU_LCM| seluds Lolis! Bl cilaglall oia
e-\-‘*—u«l‘ Slaleial s dage olaslan (pusliall Julod 555 0 0Sad LaS < Lgie 53015
Ll Guamill 5.8 55 comy G ¥ Lelly maaill ilale

:(visit_ count)a,u,.n.st.m

URL yylgie ‘A.,\.‘:u_‘.ul‘ Lé_.st il el 4l sae (Visit_ count) 5yl alue ;MJM
u’\.ﬂ.ﬂt_u._ggjl fa_xzu.ull elm\ Goung B ylg Jadm=l ummu Slaall 12 mevwg (3doa
ciliglgl g ,Sia S Lgld! dj_mjji 5ol 3 lell spusi 2 Ll s deloy LaS
‘a.x.zul\ Soley alalsdl ol bleal duasdy « suasl! d9g>

:(last_visit tlme)a,b,)a.|_m,

URLu|j_...J0JL)g_'.x_;lC_ULU| ‘_d,_n@_o.(last visit tlme)a,u,,_smaj;j_mjsy

Hﬂ‘@m‘ij)dﬁ‘» ;Lu;‘u.nwa.aﬂh_ﬂ_a}\.d‘amuiuj Lg.ﬁ}j.u.zn
&):JH‘ ‘)"‘3‘ u‘»bmj‘@yubb)@)\.@)ﬁ fM—\.‘Lu.u.U 4.14.4.4.1‘2(

Table: [ urls M = S35 Lé,v =) “3. 4o @ by Fllter in any column
id :Jrl ti‘tle visi't_count last_visit_time
[Filter |Filter [Filter [Filter [Filter
1 1 https://www.google.com/search?... ksa ministry of education - ... 2 13331026045492522
2 2 https://moe.gov.sa/en Ministry of Education 1 13331026047091166
0o ¢ ., 3 httgs./‘rme gov.sa/en/Pages/... Ministry of Education 1 13331026047091166
: " % ®, . 4'hktpg /Znsa gov.sa/en National Cybersecurity ... 2 13331026071307456
5 ’ 5 https://sdaia.gov.sa/en/default.aspx  Saudi Authority for Data and... 1 13331026134530124
P iFaglig
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Reading a Timestamp Cé g3 nis 35153

¢

M‘ﬁuhu‘ ..\cbs&e\_wdg_‘.uﬁ_\_‘r_u.uJ‘AJMMJM@JMJMF(TimEStamp)L’&}N
b.d\ J.W@qulcuﬂjﬂ (.\Lq:-‘ L)")‘L'ﬁ"" La LJLcj L@.\.‘.,\.uja_»bb_cﬂ ;Ll.u.t‘j‘ «_1‘..\::2” t\.ujdmdwl_‘»ﬂ
(EpOCh) Mi@.ﬂbd}u umw}n«h‘u _Lmubull‘j‘

o ¢ paaie 2 (Execute SQL) SQL taid s Aadle 2 L) ndll 7ol ol alazn ! al_;s_g:'
tlgn pe w3 Sl Aeally (Timestamp) cd gh @is ol Gayb (e Ja¥ 50,5 o 521 (DB Browser)

[.gNew Database

SELECT datetime (timestamp/1000000 +
(strftime('%s',

'1601-01-01")), 'unixepoch',

'localtime')

«(Timestamp) B4l @i 321 5al

O .(SQL i) Execute SAL cugs 1ede Lle daiisl <

O Lol Jandl 2 dinje 2 i 5 g cBgll @i

@ po el als ! Jaal

<

O ol gl Juiial (Jaaas) Run 35 e dais! <

{2 DB Browser for SQLite - C:\Users\ch.tsalkakis\AppData\Lccal\Google\Chrome\User Data\Default\History

File Edit View Tools

e

Help

nDatabase | | [Write Cha ZRevert Changes (75)Open Project

Database Structure
=B Ralr
WisaL1 B8

ata

H O B & 4

Edit Pragmas Execute SQL

Wi

1 SELECT datetime (13328701691011671/1000000 +
2 (strftime('$s', '1601-01-01')),

©

'unixepoch', 'localtime')

datetime(13328701691011671/1000000 +
(strftime('%s', '1601-01-01")), "unixepoch’, 'loce

1 2023-05-16 12:08:11

Execution finished without errors.

Result: 1 rows returned in Sms

At line 1:

SELECT datetime (13328701691011671/1000000 +
(strftime('$s', '1601-01-01")),

'unixepoch', 'localtime')

- O X
(|5 Save Project |& Attach Database »
| | Edit Database Cell & X
vce: [Tt V][ |B = B @& »
NULL
Type of data currently in cell: NULL
Apply
0 byte(s)
: Remote & X
Identity |Select an identity to connect v | 2|
DBHub.io  Local  Current Database
B &
Name
< >
SQL Log Plot DB Schema Remote
UTF-8

(Timestamp) caghl @i 5:1,3:2.26 Y

1l a)ljg
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The Keyword_search_terms Table ducd y31 SLalSI (he Cond) Oionllaas J ot

IS PN --P Gy N l.qj Lajsi (keyword_search_terms) dwd \1 olels3 e comd i Olotbane Joio 3.3
oSl A Il LS gl sl ilnllane oo doge cilaglas e (ggioms 4l ¢ il paadl (S ALl
u-'-” Aoyl e Il enla Ml Jj_s_a._ﬂ faa2 (Term) el s dagily LeS iyl u_\g&a.‘a_d\ ala sl oLl
LA}L._L\ (q.g;la-l_‘.o.b W_Azu.ul\ alalaial Jo wuujm (Term) mllacatl .!3_@2).‘_’94 uj.n.\&l_mi‘ Lglsal
Ladiiedl 325t allall of A I el e u:\.a.m.\.h_'l.n}\_..tl oia Jio Julol g e YN jue @ gSsliug
SiSTeleManal I Alacan 3wl y cilelS 5 yoma (o 02 ol mbﬂhmcjiimjo&g;.a;ujltl\%w\;m
Lete (gt 19318 Gl slaslall po3g cranzminad ] Lilss Joo dagd Alsl ja5, Las i

Downloads Table &M 3C8 J g

Jgad! |AAL§3Iqu‘(DOWH|03dS) Ju), % Ui (F PREN ‘m.ubgszj‘ M‘%WQLA}\MU.\LE@J:L_’PT‘Jjb Ilia
ol gt 551302 Laga 1593 (635 1S 5 Ly Al sy Aol liliall Sy Ll 35 03 3l clall] Jgo cilaglas e
g dalantl Juolandlg Laby 35 @5 Gl colalll Joo culaglas ya53 daga Joi 3ue Jouantl ey L;Sm_._fé.f.ﬁ_\:'};:.@:

Filter

:(target_path) caugti jlutly (current_ path)‘,.n:..:t,m‘sm?

current_path _'U-LC“LJ-‘-’(“-'LQ“’J“ alell Cang!l Hluatly u.!L:-J\)L“l‘ d}a_a-..” XV UJ-"L’

C:\Users\binar\Downloads\ICT_Brochure.pdf

target_path

Filter

C:\Users\binar\Downloads\ICT_Brochure.pdf

tab_url

Filter

http://binarylogic.net/brochures/1

total_bytes
Filter

1769706

start_time end_time

Filter

Filter

13328797041529572| (13328797042103677

Database Structure ~ Browse Data

) .Iable uduwnloads
° ‘:1 o o

uﬁj.u ﬁj—“ (Current path) uﬂ:d‘)m‘dm.y u.\ﬂl em‘ eUaJ
(target_path) cangt jlad! ,oin Loty cdljis o L] u_u.UL_,J\_’.Jlj\

el P g Al ¢y 55 250 gl 1
(tab_url) dast )31 o6 20 Me 3g0e

' aylell adge Sia Olgie (tab_url) dayl 0l g dadle Jas () jie

el Las o s 300 Bl ol Amaint ogll (ylsic of (URL) an gl
(Y e Galll 55 e ol 33l gl Amaan apusi 2
:(total_bytes) culdt JSlex|sgee

il Calall Lea ¥l @manll (total_bytes) coldl otles ! Jaa Jia)

Al @2 i Les Calll s Joo claslas ya5 ol ali 35 S
Al 30 @5 A gl dnds gy (5 35l 55l 9e e
:(end_time) slgin¥icd g (start_time) sodicd g soec

(o8 g g Lghlgily Jo 3l dulen ooy by Jyamdl ol Sl

(end time);Lg:a:'msjj.uLa_Lu J;}_'CJ‘ S.Mg_aéju.” (start time)

L;Py\w\j\ﬁmnumuuh)mﬂ 3! s 3use

]

Edit Pragmas Execute SQL

g% s RE 8a

r N
& l@ By [Fiter in any column |

P &r!nt_path

target_path start_time total_bytes end_time tab_url

+Fllgel I}'-Itey .

D |F1Iter

Filter |F1Iter |F1Iter |F|Iter |

1 1C \Users\blnar\DownIoads\ICl’ _Brochure.pdf

C:\Users\binar\Downloads\ICT_Brochure.pdf 13328797041529572 1769706 13328797042103677 http://binarylogic.net/brochures/1
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Logins Table J g 3 &b J gl

uLAj.\MLrLcL_gj_mL_;.\J‘ Je> s i Jgus e ygiall (Logln) J}:-M‘dmun_wb\_udm.u;alnﬁ_«_h&u
&_sl_za.m.m«_'b\_u x‘jﬁieud&aubu‘ XV J}yj w\.g.xl‘ RASY ub\.ujfa.,\zul‘ JPAJMHLJMM

31! LLA.@.A b}) ‘_g)j_vﬁg.«_ls.ﬂ

Lg.i 4.!4.1{).1‘ Wﬂ‘ ub\_u.”j ﬁm‘ .SLQ—I-C‘ uLyLu Je> Lgﬁ))&y Lr"” Lagl! Joasdl

origin_url

Filter

https://login.live.com/oauth20_authorize.srf

username_element
Filter

loginfmt

username_value

Filter

saadsa.bl@outlook.com

password_element
Filter

passwd

password_value
Filter

date_created
Filter

13328890149058235

date_last_used
Filter

13328890141382119

PR BRI
A€ dad

g3 59 5l
el e Lia
."BLOB" a5

:(origin_url) Jwo¥1URL oigie 2302
c@}AmLaAubgc(OHgm uﬂ)diay1URLuchJ4>_U;=
@bl aluziwl @ cos oyl H}Aub_mj‘ (URL) usx gt 15, gt
‘7,_'«5/11 tdge i 2 1 deling lghads ol ool Juzm s slatiel

L35l Jgn ol e cslagleas cndas L cg,z;y\ﬁmaﬁ.e.njl
iedy (Uusername_element) ‘:.\:-..«.u.n o) i Boc
(username Value)e-\a.u-l“q_u..|

(HTML) wmm‘ua.db.m).a Mfa.mﬁ.wuj}aa.ﬂo.\.mm
)93.'3 (WJox ol dlm o <Ll 4.&)4_,:3‘ ‘a..L‘JLu.ul‘ ‘Q_wyd..b\.d.l‘ deuall g
gl zaged La.&zu.ul‘ ! Joa> @id Jo claglas

ialS Aady (password_element) yo,t aelS ,uaie sl
:(password_value) ;4!

B i ml Jsasdl o dazil auiieed |l Jsas 512 e
ool A aLlall d sty (HTML) o did) paidl 5w ,5
BalS Join @b S cilaglen yag3y « Joi ol Juomaas o L 2l
ccagll > A}n.vﬁ_)jji‘

:(date_created) sLaa iz i 390
JEECR- N | P C—‘JL‘-” Il (date_created) sLao¥ poyli Jas iy

Lgtaan of Jgaadl oo slatiel sl o L) Lagad @5 oyl
O3 4ga @3 gl (Timestamp) cd gl pis soasi 2 de by
il by saeld 2 ayladl e slee ¥l alily
:(date_last_used) alusviu! ja1 5, 3302

=l &l (date_last Used)?'m‘}:-‘c.ubd_aabt:_gu
sl Joaall Jum i slaiel alily alusiwl 4 b ‘c.'uﬁjj
slaie¥ bl alasil Led 05,0 551 Jso cilagles ;o5
wdadi U gl ) Jo ! Juomesd

®o,%c o g

@ @(ﬂv =) & ;] ba IFilterinanycolumn

username_elenent

Ld
username_value password_element  password_value date_éreated date_last_used

Srimer, © o : .

[Filter

[Filter [Filter Filter Filter Filter

1 https://login.live.com/oauth20_authorize.srf  loginfmt

saadsa.bl@outlook.com passwd 13328890149058235 13328890141382119
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def caesar_encrypt(message, key):
# Create a list of alphabet characters
alphabet_lower = "abcdefghijklmnopgrstuvwxyz"
alphabet_upper = "ABCDEFGHIJKLMNOPQRSTUVWXYZ"
# Create an empty string to store the encrypted message
encrypted_message = ""
# Iterate through each character in the message
for char in message:
# Check if character is a lowercase letter
if char in alphabet_lower:
# Find index of the character in alphabet list
char_index = alphabet_lower.find(char)
# Move the character to the right by the key
new_char_index = (char_index + key) % 26
# Add the replaced character to the encrypted message
encrypted_message += alphabet_lower[new_char_index]
# Check if character is an uppercase letter
elif char in alphabet_upper:
char_index = alphabet_upper.find(char)
new_char_index = (char_index + key) % 26
encrypted_message += alphabet_upper[new_char_index]
else:
# Add the character to the encrypted message as it is
encrypted_message += char
# Return the encrypted message

return encrypted_message

:(Encrypting the Message) aflu 31 y,aas

:(Decrypting the Message) alu 1 yaas

def caesar_decrypt(encrypted_message, key):
# Create a list of lowercase alphabet characters
alphabet_lower = "abcdefghijklmnopgrstuvwxyz"
# Create a list of uppercase alphabet characters
alphabet_upper = "ABCDEFGHIJKLMNOPQRSTUVWXYZ"

:: : % C.reqte.hﬁ 2r§pty string to store the decrypted message
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# Iterate through each character in the encrypted message

for char in encrypted_message:

# Check if character is a lowercase letter

if char in alphabet_lower:
# Find the index of the character in the lowercase alphabet list
char_index = alphabet_lower.find(char)
# Move the character to the left by the key
new_char_index = (char_index - key) % 26
# Add the replaced character to the decrypted message

decrypted_message += alphabet_lower[new_char_index]

# Check if character is an uppercase letter

elif char in alphabet_upper:

# Find the index of the character in the uppercase alphabet list
char_index = alphabet_upper.find(char)

# Move the character to the left by the key

new_char_index = (char_index - key) % 26

# Add the replaced character to the decrypted message

decrypted_message += alphabet_upper[new_char_index]

else:

# If the character is not a letter, add it to the decrypted message as it is

decrypted_message += char

# Return the decrypted message

return decrypted_message

# Testing the Caesar cipher
message = "There are twenty three items in the inventory."

key =

5

encrypted_message = caesar_encrypt(message, key)
decrypted_message = caesar_decrypt(encrypted_message, key)

print(encrypted_message)
print(decrypted_message)
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plaintext_int = [ord(i) for i in plaintext]

ciphertext ="

# Loop over each character in the plaintext

foriin range(len(plaintext_int)):
# Calculate the new character by adding the ASCII value of the plaintext
# character and the corresponding keyword character (modulo 26)
value = (plaintext_int[i] + keyword_as_int[i % keyword_length]) % 26
# Convert the new character back to a string and append it to the ciphertext
# Adding 65 converts the value to its ASCIl representation as an uppercase letter
ciphertext += chr(value + 65)

return ciphertext

:(Decrypting the Message) alu 1 yaas sld

def vigenere_decrypt(ciphertext, keyword):

# Calculate the length of the keyword

keyword_length = len(keyword)

# Convert each character in the keyword to its ASCII value

keyword_as_int = [ord(i) for i in keyword]

# Convert each character in the ciphertext to its ASCIl value

ciphertext_int = [ord(i) for i in ciphertext]

plaintext ="

# Loop over each character in the ciphertext

foriin range(len(ciphertext_int)):
# Calculate the original character by subtracting the ASCII value of the
# corresponding keyword character from the ciphertext character (modulo 26)
value = (ciphertext_int[i] - keyword_as_int[i % keyword_length]) % 26
# Convert the original character back to a string and append it to the plaintext
# Adding 65 converts the decrypted value back to its ASCII representation as an uppercase letter
plaintext += chr(value + 65)

return plaintext

:(Testing the Cipher) &t jLas

encrypted_message = vigenere_encrypt("THERE ARE TWENTY THREE ITEMS IN THE INVENTORY", "LEMON")
print(encrypted_message)

decrypted_message = vigenere_decrypt(encrypted_message, "LEMON")

print(decrypted_message)

ELQFREEDSGEAQBGIJXFVEPIFWGPQEHVYXFVREMZIRYXAFL
THERETARETTWENTYTTHREETITEMSTINTTHETINVENTORY
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The Diffie-Hellman (DH) Key Exchange Algorithm
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:(Preparing the Algorithm) e g31 alue!

import random
import hashlib

# Modular exponentiation: (base”exponent) % modulus
def mod_exp(base, exponent, modulus):
return pow(base, exponent, modulus)

# Generate a large prime number
def generate_large_prime(bits=2048):
return random.getrandbits(bits) | 1 # Command to create a prime number

:(Implementing the Key Exchange) pmdlat! Jsla adee (i

def dh_key_exchange():
# Agree on large prime numbers p and g
p = generate_large_prime()
g = generate_large_prime()

# Each party selects a private key
ali_private_key = generate_large_prime()
ahmed_private_key = generate_large_prime()

# Each party computes their public key
ali_public_key = mod_exp(g, ali_private_key, p)
ahmed_public_key = mod_exp(g, ahmed_private_key, p)

# Each party exchanges their public key and computes the shared secret
ali_shared_secret = mod_exp(ahmed_public_key, ali_private_key, p)
ahmed_shared_secret = mod_exp(ali_public_key, ahmed_private_key, p)

# Verify that the shared secrets match
assert ali_shared_secret == ahmed_shared_secret

# Optionally, hash the shared secret to derive a symmetric key
shared_secret_hash = hashlib.sha256(str(ali_shared_secret).encode())for bothhexdigest()

return shared_secret_hash

:(Generating the Secret Shared Key) « ;o ! 5 yuul | zLlial | o 63

# Produce the shared secret key
shared_secret = dh_key_exchange()
.p:int("Share.d.se‘C@t:", shared_secret)

00e,°: °,000
00, *,°, " o000
Shated secret: 74b40ad75c4d76edcef424bcble27bel104c60c22072e0aad65b5a29b60d1ddab
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5G Networks

Artificial Intelligence
(A1)

Asymmetric Key
Cryptography
Cloud Computing

Cryptography
Cybercrime Regulation

Digital Twins
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Machine Learning (ML)
Private Key

Public Key

Quantum Computing

Robotics and
Autonomous Systems

Smart Cities

Symmetric Key
Cryptography

Threat Intelligence
Analysis

User Behavior Analysis
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